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Net w or k s 

Read  Computer Confluence pp. 302 - 339   

1.  key terms ðLAN, WAN, client, server, Ethernet, access, access permissions , 
login , password , firewall , sysadmin , UPS, EDI  

Visit About.com  for definitions of the key terms.  

1.  types of intrusion, for example, viruses , hacking, phreaking   
2.  security measures   

3.  network types, for example, Intranet, Internet , VPN  

4.  encryption and SSL   
5.  e-commerce  . How networks support and are used by e -commerce.  

Social and ethical issues  

1.  vulnerability of networks to intrusion  
2.  ability to implement different levels of access  

3.  implications of network failure, for example, banks, transportation, hospitals, 
schools  

4.  implications of collaboration, groupware and data sharing  
5.  threat of compromising data integrity in shared databases  

6.  additional threats to privacy on a network compar ed with stand -alone 
computers  

7.  the need to authenticate information  

8.  intellectual property  protection on networks, for example, site licences, file 
access  

9.  equali ty of access  for different groups and individuals  
10.  ability to monitor users (surveillance); concerns of people regarding 

monitoring  
11.  ability to filter incoming data  

12.  ability to  control personal, business, military, government operations over 
a wide geographical  area  

13.  increased globalization , for example, EFT, EDI, e -commerce  
14.  need for interface standards  

15.  need for network use policy. (IBO 2006)  
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SECURITY  

Security Measures  

 

"Security refers to the protection of hardware, software, 
machines ? and networks from unauthorized access , alteration or 
destruction. Security measures include restricted access to 

machines and networks and encryption of information. The degree 
of security of information systems determines societyôs confidence 

in the information contained in the systems." (IBO 2006)  

 

Access & Access permissions   

Access is just that, being able to get to computers, Networks  and network resources. 
Access permissions is provided by the sysadmin and the organization  in the form of a 

password and username. Then the sysadmin provides access through managing 
'rights' to the resources that a re provided on a network. Resources include files and 

folders, Internet  & Intranet  , printin g and much more.  

There is an ability to implement different levels of access according to the level of 

security for personnel. Typically the finance department would have access to the 
financial files but the secretary may not. At school teachers have acc ess to your 

grades but students do not.  

Physical Barriers   

¶ Restricting access to 'live' Ethernet connections to a network backbone in closed 
off areas  

o This is simply stopping people getting into an area and require 

authentication through a key, ID card o r biometric scanners.  

¶ Smart cards or ID cards  
o Hong Kong  example. Some advantages and disadvantages are covered.  

o HowStuffWorks.com   
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¶ Biometrics  

 

¶ Biometrics , facial, voice, 
fingerprint and eye recognition  

¶ BBC video  and news articles.  

¶ HowStuffWorks   

Authe ntication  

"Authenticity  means establishing the userôs identity 
beyond reasonable doubt. Authenticating the user is crucial 

in many situations, particularly in business and legal 
matters. A simple example of authentication is user login onto a network. A m ore 

advanced example would be the use of encrypted digital signatures in a business 
transaction" (IBO 2006)  

Depending on the sensitivity of the resources you wish to protect will govern what 
level or how many layers of Authentication are/is used.  

¶ Secret passwords  
o Password policy   

Á It is usually a confirmation to the resource provider of the 
authenticity of the person based on the fact the user/s know the 

secret password.  
Á Used to allow access to computer systems or resources  

Á A major weakness with passwords system can be stolen, 
accidentally revealed, or forgotten. This is an issue when substantial 

transactions occur, e.g.. money transfers.  
¶ Personnel history questions:  Wha t is your mother's name? or What was your 

first dogs name? Are often use to verify a user particularity when passwords are 

forgotten or need to be changed.  
¶ Software solutions  IPSEC, Kerberos, XML Signature  

¶ Digital signatures  
o Related articles  to digital signatures and how they have become legally 

binding.  
o How it works   

Encryption & SSL   

¶ Encryption  methods can be divided into symmetric key algorithms sometimes 
called óprivate-key cryptographyô and asymmetric key algorithms sometimes 

called ópublic-key cryptographyô.  
o Encryption methods:  read textbook pp. 400 -401  

o http://en.wikipedia.org/wiki/Encryption   
o An overview of public encryption  & digital signatures, has an input/ouput 

model.  
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¶ SSL  is acronym for Secure Sockets Layer   

o SSL is concerned with authentication methods, security issues, and 
different encryption techniques. This is extremely important for safe and 

secure EFT's and bank transa ctions, protecting personal/customer 
information, and unwanted intrusions/hacks .  

o SSL & e -Commerce  Article.  
o BBC Article " Net security software exposed "  

 

Firewalls   

¶ When a computer is connected to the 
Internet (a public network) then it is at 
risk from intrusion attacks. Nowadays, 

with broadband connections the PC even 
susceptible to attacks because of the 

constant up time.  
¶ Firewalls have become such an important and  necessary tool to fight intrusions. 

As a result they are common and even PC's have personal firewalls incorporated 
in its operating software.  

¶ http://computer.howstuffworks.com/fir ewall.htm   

¶ Firewalls can be set -up by either one or the other or a combination of software 
and hardware.  

¶ Organization firewall policies need to be in place to determine how it should be 
developed, managed and maintained.  

Back ups   

If an organization  cann ot function without the data then it is imperative that it is 

backed up!  

Back -up  are simply making a copy of the servers and their critical data. Typically they 

would be carr ied out (depending on the strategy) daily, weekly and monthly. The 
copies are usually stored on an external device so that if the server is compromised 

the data is not.  

On our recent visit to IBM in Egypt, they explained how they keep a copy in a safe on 

the premises, a copy downtown and a third copy at their UK branch.  

Wkipedia's  reference for back -ups is excellent.  

 

Social controls: Legislation, Management and Ethics  

¶ Management: Military needs for secure and reliable systems: protection from 
surveillance (spying) and intrusion.  
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BBC article on credit card hacking  
BBC article Biometrics  in schools  

¶ Accountability for the negative social effects caused by insecure databases  
¶ responsibility for the security  of data  stored in databases from different 

perspectives, for example, the developer, the user and the management of an 
organization  

 
External Links  

http://www.usenix.org/publications/login/1999 -9/features/reliability.html   
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MISUSE INTERNET  

Internet Abuse or Misuse   
 
 

The nature and structure of the Internet allows for it to be used 
in both a positive and negative manner. Here are some 
examples of internet abuse.  

Suggest why your email or transmitted data is not safe   

Search for  the Misuse Encyclopedia   
 

Global Viruses  

¶ Global Viruses  and worms.  

Worms  

¶ Visit Viruslist.com . Also, 
while you are there check 

out the latest worms and 
there threats.  

Spam  

¶ Spam is usually unwanted 
and unsolicited commercial 

electronic junk mail.  

Electronic  spam  


